
 

 

 



Cisco IOS Syslog Messages 
Even if you have never heard of syslog before, you probably have seen it when you 

worked on a router or switch. Take a look at the following lines: 

R1# 

*Feb 14 09:38:48.132: %SYS-5-CONFIG_I: Configured from console by 

console 

R1# 

*Feb 14 09:40:09.325: %LINK-3-UPDOWN: Interface 

GigabitEthernet0/1, changed state to up 

*Feb 14 09:40:10.326: %LINEPROTO-5-UPDOWN: Line protocol on 

Interface GigabitEthernet0/1, changed state to up 

Whenever anything interesting is happening on the router or switch, Cisco IOS informs 

us in real-time. This is done by syslog. 

By default, these syslog messages are only outputted to the console. This is because 

the logging console command is enabled by default. If you log in through telnet or 

SSH, you won’t see any syslog messages. You can enable this with the terminal 

monitor command. 

Storing Syslog Messages 

Local History 

Logging to the console or telnet/SSH is useful if you are around but what if you are not 

or if you want to see some older messages? Fortunately for us, Cisco IOS keeps a 

history of syslog messages. We can see these with the show logging command: 

R1#show logging  

Syslog logging: enabled (0 messages dropped, 3 messages rate-

limited, 0 flushes, 0 overruns, xml disabled, filtering disabled) 

 

No Active Message Discriminator. 

 

 

 

No Inactive Message Discriminator. 

 

 

    Console logging: level debugging, 34 messages logged, xml 

disabled, 

                     filtering disabled 

    Monitor logging: level debugging, 0 messages logged, xml 

disabled, 

                     filtering disabled 



    Buffer logging:  level debugging, 34 messages logged, xml 

disabled, 

                    filtering disabled 

    Exception Logging: size (8192 bytes) 

    Count and timestamp logging messages: disabled 

    Persistent logging: disabled 

 

No active filter modules. 

 

    Trap logging: level informational, 38 message lines logged 

        Logging Source-Interface:       VRF Name: 

 

Log Buffer (8192 bytes): 

 

*Mar  1 00:00:01.137: %VIRTIO-3-INIT_FAIL: Failed to initialize 

device, PCI 0/6/0/1002 , device is disabled, not supported 

*Mar  1 00:00:01.381: %ATA-6-DEV_FOUND: device 0x1F0 

*Mar  1 00:00:08.485: %ATA-6-DEV_FOUND: device 0x171 

*Mar  1 00:00:08.704: %NVRAM-5-CONFIG_NVRAM_READ_OK: NVRAM 

configuration 'flash:/nvram' was read from disk. 

*Feb  8 08:51:58.706: %PA-3-PA_INIT_FAILED: Performance Agent 

failed to initialize (Missing Data License) 

*Feb  8 08:52:05.064: %LINK-3-UPDOWN: Interface 

GigabitEthernet0/0, changed state to up 

*Feb  8 08:52:05.068: %LINK-3-UPDOWN: Interface 

GigabitEthernet0/1, changed state to up 

Above we can see some syslog messages in our history, it will store up to 8192 bytes of 

syslog messages in its RAM. When you reboot your router or switch, the history will be 

gone. It is possible to increase the size of the logging buffer. For example: 

R1(config)#logging buffered 16384 

This reserves up to 16384 bytes of RAM for syslog messages. We can see it here: 

R1#show logging | include Log Buffer 

Log Buffer (16384 bytes): 

Syslog Server 

A local history is nice but it is stored in RAM. If you reboot the router or switch, it will be 

gone. What if the router crashed and you want to see if it logged anything before it went 

down? If you have dozens of routers and switches, logging into each device one-by-one 

to look for syslog messages is also not the best way to spend your time. 



In production networks, we use a central server called a syslog server. Syslog is a 

protocol, a standard and you can configure your routers and switches to forward syslog 

messages to the syslog server like this: 

R1(config)#logging 192.168.1.2 

Here’s a screenshot of a syslog server: 

 

Above you can see some syslog messages from 192.168.1.1 (my router). You can also 

use filters to search for certain syslog messages and more. 

If you want to test a syslog server in your lab, you can try the Adiscon LogAnalyzer for 

free. 

Syslog Message Format 

Let’s take a closer look at one of the syslog messages: 

R1# 

*Feb 14 09:40:10.326: %LINEPROTO-5-UPDOWN: Line protocol on 

Interface GigabitEthernet0/1, changed state to up 

Above we can see that the line protocol of interface GigabitEthernet0/1 went up but 

there’s a bit more info than just that. Let me break down how Cisco IOS formats these 

log messages: 

 timestamp: Feb 14 0:40:10.326 
 facility: %LINEPROTO 
 severity level: 5 
 mnemonic: UPDOWN 
 description: Line protocol on Interface GigabitEthernet0/1, changed state to up 

http://loganalyzer.adiscon.com/


The timestamp is pretty much self explanatory, without it you would never know when an 

event has occured. It is possible to disable it and/or replace it with sequence numbers. 

Here’s a quick example: 

R1(config)#no service timestamps  

R1# 

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to 

administratively down 

Here’s how to enable sequence numbers: 

R1(config)#service sequence-numbers  

R1# 

000045: %SYS-5-CONFIG_I: Configured from console by console 

000046: %LINK-3-UPDOWN: Interface FastEthernet0/1, changed state 

to up 

The syslog is basically the process that generated the syslog message. If you look at 

some of the syslog messages above, you can see %LINEPROTO which keeps track of 

line protocols, %SYS for general system messages and %LINK for interfaces that went 

up or down. 

The severity level is an important one, it tells us how important the message is. Not 

everything that happens on your router or switch is equally important. I’ll get back to this 

in a bit. 

The mnemonic is a short code for the message. For example, “UPDOWN” for interfaces 

that go up or down. “CHANGED” for when the interface status changes and so on. 

These can be useful if you are glancing over some syslog messages, looking for 

particular message types. 

Syslog Severity Levels 

Let’s take a closer look at the severity levels. There are different severity levels for 

logging information. An interface that goes down is probably more important to know 

than a message that tells us we exited the global configuration. In total there are 8 

severity levels: 

0. Emergency 

1. Alert 

2. Critical 



3. Error 

4. Warning 

5. Notice 

6. Informational 

7. Debug 

the lower the number, the more important the syslog message is. Alert and emergency 

are used when something bad is going on, like when your router runs out of memory and 

a process crashes. The critical, error and warning messages are used for important 

events like interfaces that go down. Here’s an example: 

R1# 

*Feb 14 12:02:38: %LINK-5-CHANGED: Interface FastEthernet0/1, 

changed state to administratively down 

Above you can see the 5 for an interface that administratively shut down. Here’s an 

interface that is back up: 

R1# 

*Feb 14 12:03:36: %LINK-3-UPDOWN: Interface FastEthernet0/1, 

changed state to up 

This is considered an important event with severity level 3. 

If you are debugging something on the router, then you probably want to see your debug 

messages on your console but maybe you don’t want to send those same messages to 

your syslog server or to the router’s local syslog history. Cisco IOS allows you to define 

what syslog messages you want to see, save or send to the syslog server. For example: 

R1(config)#logging console ? 

  <0-7>          Logging severity level 

  alerts         Immediate action needed           (severity=1) 

  critical       Critical conditions               (severity=2) 

  debugging      Debugging messages                (severity=7) 

  discriminator  Establish MD-Console association 

  emergencies    System is unusable                (severity=0) 

  errors         Error conditions                  (severity=3) 

  filtered       Enable filtered logging 

  guaranteed     Guarantee console messages 

  informational  Informational messages            (severity=6) 

  notifications  Normal but significant conditions (severity=5) 

  warnings       Warning conditions                (severity=4) 

  xml            Enable logging in XML 



  <cr> 

With the logging console command, I can decide what severity levels I want to see on 

the console. The default is to show everything up to debug messages which is fine: 

R1(config)#logging console debugging  

I can do the same thing for syslog messages when you are logged in through telnet or 

SSH: 

R1(config)#logging monitor debugging  

Since the local storage of the router or switch is limited, perhaps you want to store only 

warnings and higher severity levels: 

R1(config)#logging buffered warnings  

You can verify this with the following command: 

R1#show logging history  

Syslog History Table:1 maximum table entries, 

saving level warnings or higher 

 44 messages ignored, 0 dropped, 0 recursion drops 

 12 table entries flushed 

 SNMP notifications not enabled 

   entry number 13 : LINK-3-UPDOWN 

    Interface FastEthernet0/1, changed state to up 

    timestamp: 41783579 

And to our syslog server, let’s send everything except debugging messages: 

R1(config)#logging trap informational 

 

 

 

 



Cisco ASA Syslog Configuration 
The Cisco ASA firewall generates syslog messages for many different events. For 

example, interfaces going up or down, security alerts, debug information and more. We 

can configure the ASA to tell it how much and where to store logging information. 

Before you configure logging, make sure your clock has been configured. 

Let’s take a look at our configuration options. 

Configuration 

First, make sure logging is enabled: 

ASA1(config)# logging enable 

Logging to SSH or Telnet 

We’ll start by looking at logging on SSH or telnet sessions. Let’s see what level of 

logging options we have: 

ASA1(config)# logging monitor ? 

 

configure mode commands/options: 

  <0-7>          Enter syslog level (0 - 7) 

  WORD           Specify the name of logging list 

  alerts         Immediate action needed           (severity=1) 

  critical       Critical conditions               (severity=2) 

  debugging      Debugging messages                (severity=7) 

  emergencies    System is unusable                (severity=0) 

  errors         Error conditions                  (severity=3) 

  informational  Informational messages            (severity=6) 

  notifications  Normal but significant conditions (severity=5) 

  warnings       Warning conditions                (severity=4) 

The logging monitor command configures the level of logging that we want to use. For 

example, when you select debugging (level 7) then it will log all lower levels as well. If 

you select “errors” then it will only log level 3,2,1 and 0. We will select debugging so that 

we can see debug messages on our telnet or SSH session: 

ASA1(config)# logging monitor debugging 

The logging level has been configured but we still need to enable logging, here’s how: 

ASA1(config)# terminal monitor 

https://networklessons.com/cisco/asa-firewall/cisco-asa-clock-configuration/


This enables logging up to the debug level on your telnet or SSH session. Let’s continue 

with another example… 

Logging to Internal Buffer 

The ASA has an internal buffer that we can use for syslog messages. By default it’s 

enabled so let’s enable it: 

ASA1(config)# logging buffered warnings 

This will log all syslog messages with level “warnings” or lower to the internal buffer. We 

can also configure the size of the internal buffer: 

ASA1(config)# logging buffer-size 8192 

By default it’s only 4KB, I changed it to 8KB with the logging buffer-size command. 

Let’s see if we can find some syslog information in our internal buffer. Here’s an example 

how we can test it: 

ASA1(config)# interface E0/0 

ASA1(config-if)# shutdown 

ASA1(config-if)# no shutdown 

Shutting an interface is something that will be logged. Now use the show 

logging command to view the log: 

ASA1# show logging  

Syslog logging: enabled 

    Facility: 20 

    Timestamp logging: disabled 

    Standby logging: disabled 

    Debug-trace logging: disabled 

    Console logging: disabled 

    Monitor logging: level debugging, 32 messages logged 

    Buffer logging: level warnings, 3 messages logged 

    Trap logging: disabled 

    Permit-hostdown logging: disabled 

    History logging: disabled 

    Device ID: disabled 

    Mail logging: disabled 

    ASDM logging: disabled 

%ASA-4-411003: Interface Ethernet0/1, changed state to 

administratively down 

%ASA-4-411001: Line protocol on Interface Ethernet0/1, changed 

state to up 



You can see the logging settings but also two entries at the bottom…the interface going 

down and up. Let’s try something else now… 

Logging to console 

We can log syslog messages to the console like this: 

ASA1(config)# logging console warnings 

This will log all syslog messsages with level “warnings” or lower to the console. Keep in 

mind that the console is only running at 9600 bps so it’s easy to overburden it with 

logging messages. If there are too many logging messages then it will be rate-limited 

and even dropped if the console can’t handle it. 

Logging to e-mail 

We can also send syslog messages directly to e-mail, here’s an example: 

ASA1(config)# logging mail alerts 

ASA1(config)# logging from-address asa@networklessons.com 

ASA1(config)# logging recipient-address info@networklessons.com 

ASA1(config)# smtp-server 192.168.1.1 

This will send all syslog messages with level “alerts” or lower to an e-mail address. Don’t 

forget to configure a SMTP server. 

Logging to ASDM 

We can also log to ASDM where you can see the syslog messages in the dashboard. 

Here’s how to enable it: 

ASA1(config)# logging asdm debugging 

This is how we can send all syslog messages to ASDM. Once you login, you can see the 

syslog messages at the bottom: 



 

Above you can see the syslog messages in ASDM. 

Logging to Syslog Server 

A good choice is to send syslog messages to a syslog server. Here’s how to do it: 

ASA1(config)# logging host INSIDE 192.168.1.3 

ASA1(config)# logging trap alerts 

You need to configure the host and the level of syslog messages. Here’s what it looks 

like on a syslog server: 



 

Above you see some incoming messages on my syslog server. 

Logging to SNMP server 

Last but not least, we can send syslog messages as SNMP traps to a SNMP server. 

Here’s how: 

ASA1(config)# snmp-server host INSIDE 192.168.1.1 trap community 

MY_COMMUNITY 

ASA1(config)# snmp-server enable traps syslog 

ASA1(config)# logging history notifications 

First we configure the SNMP server and the community and then we tell the ASA to 

send syslog messages using SNMP traps. The logging history commands sets the 

syslog level. 

 



How to set up Syslog-ng server on 

Debian 
Posted on February 11, 2013 

Syslog is a great standard for handling logs, especially over a network. So how do you set it up on 

Debian? Sending logs over a network isn’t rocket science. 
Step 1 – install syslog-ng 

First, run “sudo apt-get update” and “sudo apt-get upgrade” in order to update your packages. 

Then install syslog-ng with “sudo apt-get install syslog-ng”. Repeat this on all systems which 
should use syslog. 

Step 2 – configure the clients 

Open up “/etc/syslog-ng/syslog-ng.conf”, scroll down to the bottom and write: 

destination d_tcp { tcp(“192.168.1.100” port(1234) localport(999)); }; 
log { source(s_src); destination(d_tcp); }; 

The first line defines a destination called d_tcp, which is a TCP connection to 192.168.1.100 on 

port 1234 from the local port 999. You should make sure that the IP is the IP of your syslog 
server. You may need to change the ports, depending on your configuration. 

The second line tells syslog to send everything from s_scr (which is already defines, and has 
everything we need) to d_tcp. Basically, everything is sent to your server. 

Do this for all clients. 

Step 3- configure the server 

Open up “/etc/syslog-ng/syslog-ng.conf”, scroll down to the bottom and write: 

source s_net { tcp(ip(192.168.1.100) port(1234)); }; 

destination collector { 

file(“/var/log/HOSTS/$HOST/$YEAR/$MONTH/$DAY/$FACILITY.log” 

owner(root) group(root) perm(0600) dir_perm(0700) create_dirs(yes) 

); 

}; 

log { source(s_net); destination(collector); }; 

The first line defines a source, which listens on TCP port 1234 and IP 192.168.1.100. Modify this 
to match your environment. 

http://oscarhjelm.com/blag/?p=1193
http://en.wikipedia.org/wiki/Syslog


Collector is a destination which, just like d_tcp, defines where stuff goes. Here we want to write a 

file and automatically create folders depending on time, host and what type of log entry. The $-
sign in the path means it’s a variable. 

And, just like before, the last line makes sure everything we collect from s_net goes to the proper 
destination. 

If everything works as it should, you’ll see a folder HOSTS in /var/log, which in turn contains 
one folder per host that is sending logs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



How to Forward System Logs to Syslog Server 

Forwarding System logs to a syslog server requires three steps: 
1. Create a syslog server profile. 
2. Configure the system logs to use the Syslog server profile to forward the logs. 
3. Commit the changes. 

Syslog Server Profile 

Go to Device > Server Profiles > Syslog. 
 Name: Name of the syslog server 
 Server : Server IP address where the logs will be forwarded to 
 Port: Default port 514 
 Facility: To be elected from the drop down according to the requirements 

 

  

System Log Settings 
 Go to Device > Log settings > System. 
 Select the syslog server profile that was created in the above step for the desired log-

severity. 

 

  
 Once the server profile is selected, the system log settings for syslog server appear as 

follows: 



 

  
 Commit the configuration. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



Tips & Tricks: Forward traffic logs to a syslog 

server 

Need to forward traffic logs from the Palo Alto Networks firewall to a syslog server? For reporting, 

legal, or practical storage reasons, you may need to get these logs off the firewall onto a syslog 

server. Follow our step-by-step instructions for success. Forwarding traffic logs to a syslog server 

involves four major steps: 

  
 Create a syslog server profile. 
 Create a log forwarding profile. 
 Use the log forwarding profile in your security policy. 
 Commit the changes. 

Step 1. Create a syslog server profile 

1. Go to Device > Server Profiles > Syslog 

  

 



 

2. Name : Enter a name for the syslog profile (up to 31 characters). The name is case-sensitive 

and must be unique.  

    Use only letters, numbers, spaces, hyphens, and underscores. 

3. Name : Click Add and enter a name for the syslog server (up to 31 characters). The name is 

case-sensitive and 

    must be unique. Use only letters, numbers, spaces, hyphens, and underscores. 

  
 Syslog Server: Enter the IP address of the syslog server. 
 Transport: Select whether to transport the syslog messages over UDP, TCP, or SSL. 
 Port: Enter the port number of the syslog server (the standard port for UDP is 514; the 

standard port for SSL is 6514; for TCP you must specify a port number). 
 Format: Specify the syslog format to use: BSD (the default) or IETF. 
 Facility: Select one of the Syslog standard values. Select the value that maps to how your 

Syslog server uses the facility field to manage messages. For details on the facility field, 
see RFC 3164 (BSD format) or RFC 5424 (IETF format). 

 

  

Your syslog server profile will now be created, as shown in the example below: 

  

 

  

To facilitate the integration with external log parsing systems, the firewall allows you to customize 

the log format; it also allows you to add custom Key: Value attribute pairs.  Custom formats can 

be configured under 

 

Device > Server Profiles > Syslog > Syslog Server Profile > Custom Log Format: 

  

https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424


 

  

To achieve ArcSight Common Event Format (CEF) compliant log formatting, refer to the CEF 

Configuration Guides. 

  

Step 2. Create a log forwarding profile 

 

Go to Objects > Log forwarding. Click Add. 

  

https://www.paloaltonetworks.com/documentation/misc/cef.html
https://www.paloaltonetworks.com/documentation/misc/cef.html


 

  

  

  
1. Name: Enter a profile name (up to 31 characters). This name appears in the list of log 

forwarding profiles when defining security policies. The name is case-sensitive and must be 
unique. Use only letters, numbers, spaces, hyphens, and underscores. 

2. Syslog: Select the syslog server profile to specify additional destinations where the traffic 
log entries are sent. 

3. Click 'OK' to confirm your configuration. 



 

  

  

Your Log Forwarding Profile is now created, as shown in the following example: 

  

 

  

Step 3. Use the log forwarding profile in your security policy 

  

Go to Policies > Security 

  

 

  

Select the rule for which the log forwarding needs to be applied (Any Allow) in the following 

example: 

  



 

  

  

  

Next, go to the Actions tab, select Log Forwarding Profile from the dropdown, and click OK when 

you are happy with your configuration: 

  

 

  

After clicking OK, you will notice the forwarding icon in the 'Options' column of your security rule: 

  

 

  

Step 4. Don't forget to commit your changes when you're finished. 



VLAN Access-List (VACL) 
VLAN access-lists (VACL) are very useful if you want to filter traffic within the VLAN. Let 

me give you an example: 

 

Let’s say I want to make sure that the two computers are unable to communicate with 

the server. You could use port-security to filter MAC addresses but this isn’t a very safe 

method. 

I will show you how to configure a VACL so that the two computers won’t be able to 

reach the server. First we have to create an access-list: 

SW1(config)#access-list 100 permit ip any host 192.168.1.100 

First step is to create an extended access-list. Traffic from any source to destination IP 

address 192.168.1.100 should match my access-list. This might look confusing to you 

because your gut will tell you to use “deny” in this statement…don’t do it though, use the 

permit statement! 

SW1(config)#vlan access-map NOT-TO-SERVER 10 

SW1(config-access-map)#match ip address 100 

SW1(config-access-map)#action drop 

SW1(config-access-map)#vlan access-map NOT-TO-SERVER 20 

SW1(config-access-map)#action forward 

Next step is to create the VACL. Mine is called “NOT-TO-SERVER”. 

https://networklessons.com/cisco/ccie-routing-switching/how-to-configure-port-security-on-cisco-switch/


• Sequence number 10 will look for traffic that matches access-list 100. All traffic that is 

permitted in access-list 100 will match here. The action is to drop this traffic. 

• Sequence number 20 doesn’t have a match statement so everything will match, the 

action is to forward traffic. 

As a result all traffic from any host to destination IP address 192.168.1.100 will be 

dropped, everything else will be forwarded. 

SW1(config)#vlan filter NOT-TO-SERVER vlan-list 10 

Last step is to apply the VACL to the VLANs you want. I apply mine to VLAN 10. Let’s 

see if this works or not… 

C:Documents and SettingsH1>ping 192.168.1.100 

 

Pinging 192.168.4.4 with 32 bytes of data: 

 

Request timed out. 

Request timed out. 

Request timed out. 

Request timed out. 

 

Ping statistics for 192.168.4.4: 

    Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), 

H1 is no longer able to reach the server. 

You can use VACLs to do some cool stuff, maybe you want to block IPv6 traffic for all 

hosts within a VLAN: 

SW1(config)#mac access-list extended NO-IPV6 

SW1(config-ext-macl)#permit any any 0x86DD 0x000 

First I’ll create a MAC access-list that filters on ethertypes. 0x86DD is the ethertype for 

IPv6 traffic. 

SW1(config)#vlan access-map BLOCK-IPV6 10 

SW1(config-access-map)#match mac address NO-IPV6 

SW1(config-access-map)#action drop 

SW1(config-access-map)#vlan access-map BLOCK-IPV6 20 

SW1(config-access-map)#action forward 



• Sequence number 10 will match traffic that is defined in MAC access-list “NO-IPV6”. It 

will match on Ethernet frames with ethertype 0x86DD as defined in the MAC access-list. 

The action is to drop traffic. 

• Sequence number 20 does not have a match statement so everything will match. The 

action is to forward traffic. 

As a result IPv6 traffic will be dropped and all other traffic will be forwarded. 

SW1(config)#vlan filter BLOCK-IPV6 vlan-list 20 

Don’t forget to enable it on an interface. I’ll activate it on VLAN 20 this time. 

 Configurations 

 SW1 

hostname SW1 

! 

mac access-list extended NO-IPV6 

 permit any any 0x86DD 0x0 

! 

vlan access-map NOT-TO-SERVER 10 

 action drop 

 match ip address 100 

vlan access-map NOT-TO-SERVER 20 

 action forward 

vlan access-map BLOCK-IPV6 10 

 action drop 

 match mac address NO-IPV6 

vlan access-map BLOCK-IPV6 20 

 action forward 

! 

vlan filter NOT-TO-SERVER vlan-list 10 

vlan filter BLOCK-IPV6 vlan-list 20 

! 

access-list 100 permit ip any host 192.168.1.100 

! 

end 

 


