
FlexVPN: 
IKEv2 (Internet Key Exchange 2)
NGE ( Next Generation Encryption)
GCM (Galois/Counter Mode) is a mode of operation for symmetric key cryptographic block 
ciphers. 
ECC (Elliptical Curve Cryptography) takes less CPU compared to others, but still is efficient.



You need to have the IOS that supports IKEv2.
FlexVPN implementing IKEv2 for Site to Site Tunnel on an IOS:
R5: 

We can use the default Policy and the proposal. 

crypto ikev2 keyring OUR-KEY-RING
peer R6-Branch-Router
description this is R6
address 46.0.0.6
identity fqdn R6.cbtnuggets.com
pre-shared-key local cisco-ABC
pre-shared-key remote cisco-XYZ
exit

crypto ikvev2 profile OUR-PROFILE
match identity remote fqdn R6.cbtnuggets.com
identity local fqdn R5.cbtnuggets.com
authentication local pre-share
authentication remote pre-share
keyring OUR-KEY-RING
exit

crypto ipsec profile default
set ikev2-profile OUR-PROFILE
exit

interface tunnel 3 
ip unnumbered loop 0 
tunnel source gig 0/0
tunnel destination 46.0.0.6 
tunnel mode ipsec ipv4



ip mtu 1400
ip tcp adjust-mss 1360 
tunnel protection ipsec profile default

ip route 10.6.0.0 255.255.255.0 tunnel 3 200 
end

R6:
We can use the default Policy and the proposal. 

crypto ikev2 keyring OUR-KEY-RING
peer R5-HQ-Router
description this is R5
address 45.0.0.5
identity fqdn R5.cbtnuggets.com
pre-shared-key local cisco-XYZ
pre-shared-key remote cisco-ABC
exit

crypto ikvev2 profile OUR-PROFILE
match identity remote fqdn R5.cbtnuggets.com
identity local fqdn R6.cbtnuggets.com
authentication local pre-share
authentication remote pre-share
keyring OUR-KEY-RING
exit

use the default transform again. 

crypto ipsec profile default
set ikev2-profile OUR-PROFILE
exit

interface tunnel 3 
ip unnumbered loop 0 
tunnel source gig 0/1
tunnel destination 45.0.0.5 
tunnel mode ipsec ipv4
ip mtu 1400
ip tcp adjust-mss 1360 
tunnel protection ipsec profile default

ip route 10.5.0.0 255.255.255.0 tunnel 3 200 
end

Troubleshooting and Verification:
show ip route
ping 10.5.0.5 source 10.6.0.6 (R6 perspective)
show crypto ikev2 sa
show crypto ipsec sa
show crypto engine connections active



If you want to run ospf routing protocol: 
R5 and R6:
router ospf 1
network 10.0.0.0 0.255.255.255 area 0
exit

interface tunnel 3
ip ospf 1 area 0
exit

show ip ospf int bri

FlexVPN DVTI:

R5:
no interface tunnel 3
interface virtual-template 1 type tunnel
ip unnumbered loop 0 
tunnel source gig 0/0
tunnel mode ipsec ipv4
ip mtu 1400
ip tcp adjust-mss 1360
ip ospf 1 area 0 
tunnel protection ipsec profile default

crypto ikev2 profile OUR-PROFILE
virtual-template 1
end



FlexVPN Smart Defaults:

IKEv2: (H,G and E in the proposal which is called by the policy)(A and L in the profile)

we can use default IKEv2 (phase1) proposal and the policy. Also we can use the default ipsec 
tranform set and profile.



to put is back to default simply: 
default crypto ikev2 proposal

you can change it if you will: 

policy remains the same.



Policy remains the same.

show crypto ikev2 sa 
show crypto ikev2 sa detail 
show crypto engine connections active
clear crypto ikev2 sa 
show ip ospf neighbor
show ip route ospf

DPD is not enabled by default: 
crypto ikev2 dpd 60 2 on-demand 


