Enforce DAP Based on CSD Host Scan for Domain Registry Key:

1. Upload and install the Host Scan package:
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Enable Host Scan

Location: |disk0:/hostscan_4.6.03051+3. pkal

o B | Configuration > Remote Access VPN > Secure Desktop Manager > Host Scan Image

Use this panel to install Host Scan,

Host Scan configuration can be performed by going to Secure Desktop Manager/Host Scan. If 'Host Scan' is not
visible under 'Secure Desktop Manager', you will need to restart ASDM.

Browse Flash...
Upload. ..

Uninstall

Enforce DAP Based on CSD Host Scan for Domain Registry Key

This procedure provides an example of a configuration procedure with ASDM.

1. Locate the registry key that holds the domain at
\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Domain.

. Registry Editor
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Name Type Data N
ab] (Default) REG_SZ (value not set)
#f)Citrb®@ackupTc... REG_DWORD 0x0000fc00 (64512)
@b)pataBasePath  REG_EXPAND_SZ  %SystemRoot%\Syste
#¥)DeadGWDetec... REG_DWORD 0x00000001 (1)

[aB) DhcpDomain REG_SZ cisco.com
[abDhcpNameSer... REG_SZ 161.44.124.122 64.10
BE)DisableDynami... REG_DWORD 0x00000001 (1)
Bg)DisableTaskOf... REG_DWORD 0x00000001 (1)
RE)DisableUserTO... REG_DWORD 0x00000000 (0)

Domain amer.cisco.com
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My Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

2. Define the host scan parameter for the registry setting.
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3. Apply the registry endpoint attribute to the DAP policy.

%= Edit Dynamic Access Policy

Polcy Name: Engneating

Description: | Engineering . Priotity: 0

~Selection Criteria
Define the AAA and endpoirk attributes used to salect this access policy. A policy 5 used when a user's authorzation attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attrib canbe ted using the tables below andfor by expanding the Advanced option to

specify the logical expression text.

[User has AL of the following 2AR Attributes valies... | and the fllowing endpoirk attributes are satisfied,

| Advanced | Endpoint Attrisute Type: Registry i 5
~Access Policy Attributes
Configure access polcy attributes for this polic]
| Acticn NsmakM:LFMﬂWob-TypoM]

(® Exigts (O Does not exist
Endpoint ID: Reg-Domain
HKEY_LOCAL_MACHINE\SYSTEM|CurrentControlSet| Services\Tepip|Parameters\Domain
[Fvalus: sting v |= v | amer.cisco.com
Specify the message that wil be displayed v [7] Caseless
Welkome to Engneering...RE

Action: @ Comtinue O

User Message:

Lok J[ Concel J[ wb ] |

Configuration > Remote Access VPN > Network (Client) Access > Dynamic Access Policies

Configure Dynamic Access Polides
For IPsec, AnyConnect Client, Clientless SSL VPN, and Cut-Through-Proxy sessions, you can configure dynamic access policies (DAP) that define which network resources a user is authorized to access
matched, the ASA will enforce the DfitAccessPolicy.

To use certain Endpoint attributes AV/AS/FW , Enable Host Scan Image with valid package.

MName Metwork ACL List Webtype ACL List Description

AnyconnectDAPBlock ! | |
AnyconnectDAP
- DfitaccessPolicy

ACL Priority




Edit Dynamic Access Policy

Policy Mame: AnyconnedDAP|

Description:

ACL Priority: |0
Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

User has ALL of the following AAA Attributes values. ..

- and the following endpoint atiributes are satisfied.
AAA Attribute Operation/Value Add Endpaint ID Mame /Operation,Value Add
S T Edit ::;ff:sttr'i';z Edit
Delete value = exchange.local Delete
Logical Op.
Advanced ¥

Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not spedified in DAF).

Port Forwarding Lists Bookmarks Arrcess Method

AnyConnect AnyConnect Custom Attributes

Action Metwork ACL Filters (dient) Webtype ACL Filters (dientiess)

Functions
Action: (@ Continue () Quarantine () Terminate @

Specify the message that will be displayed when this record is selected.

User Message:

@ Edit Dynamic Access Policy

Policy Name: AnyconnecﬁJAPBlodd

Description:

ACL Priority: |1
Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA atiribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below andfor by expanding the Advanced option to
specify the logical expression text,

User has ALL of the following AAA Attributes values...

w and the following endpeint attributes are satisfied.
AAA Attribute OperationValue Add Endpaint ID Mame,OperationValue Add
= Test =% IEE = TIE Edit
= string
I= exchange.loca
Delete = exchange.local Delete
Logical Op.
Advanced

4«

Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values spedified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN autherization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are naot specified in DAP).

Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Network ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: (O) Continue () Quarantine (@) Terminate @&

Specify the message that will be displayed when this record is selected.

User Message:




The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient deployment reguires end-user administrative rights. The Cisco AnyConnect VPI

\ccess Interfaces @ Edit AnyConnect Connection Profile: Test
Enable Cisco AnyConnect VPN Client access on the inte
MName:; Test
S5 access must be enabled if you allow AnyConnect dient
Aliases: Test
S5L Access
Interface -
Allow Access Enable DTLS Rl
EMPLOYEE-WIFI | Method: (@ AAA () Certificate () AAA and Certificate () Saml
FCE_DMZ_1 O AMAA Server Group: Duo-LDAP ~ Manage.
FCE DMZ_2 1

Bypass interface access lists for inbound VPN sessions (] Use LOCAL if Server Group fails

Access lists from group policy and user policy always apply SAML Identity Provider

.ogin Page Setting SAML Server : — MNone — w Manage.

Allow user to select connection profile on the login page

Client Address Assignment

[[] shutdown portal login page. DHCP Servers:
“onnection Profiles @ MNone (O DHCP Link () DHCP Subnet

Connection profile (tunnel group) spedfies how user is aut Client Address Pools: TP _Pool Select..
Add | [ Edit ]]ﬁ Delete | | Find: | Client IPv6 Address Pools: Ededh.

Name 551 Enabl Default Group Policy

DefaultRAGroup Group Policy: test “~ Manage.

DefaultiWEBVPNGraup (Following fields are linked to attribute of the group pelicy selected abave.)

GRP-YPM

Nettitude-VPN Enable 55L VPN dlient protocol

Test - [[] Enable IPsec(IKEv2) dient protocol

DM5 Servers: 10,100.1.1, 10,100, 1.2
WINS Servers:

Domain Name: | exchange.local

Find: @ next @ Previous

Cancel Help

Allow posture module to be downloaded onto the client under the Group-policy attached to the
profile:

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient deployment requires end-user administrative rights. The Cisco AnyConnec

\ccess . .
Edit Internal Group Policy: test
+General Keep Installer on Client System: Yes No
Datagram Transport Layer Security (DTLS): Enable Disable
DTLS Compression: Enable Disable
S50 Compression: Deflate LZ5 Disable
~Client Firewall Ignore Don't Fragment{DF) Bit: Enable Disable
Key Regeneration
--Dead Peer Detectiq | Client Bypass Protocol: Enable Disable
~Customization . i
Custom Attributes FQDN of This Device:
IPsec(IKEv 1) Client MTU:
q Keepalive Messages: Disable Interval: seconds
Optional Client Modules to Download: [JInherit |posture
Zonne
Conl Always-On VPN: Disable Use AnyConnect Profile setting @
Client Profiles to Download:
& Add ﬁ Delets
Profile Name Profile Usage Type

Check the ASDM logs using the username you are testing it with



